


Tepchi

Hoc I

H(:)C nira Dayvaffbc
ch méi! NGAY NAY

MUC LUC/ CONTENTS

* Nguyén Virong Binh: Ning cao nang lyrc gidng day cho ddi ngil gidng vién trong

céc tnrdmg quén ddi dép img yéu clu cich mang cbngy nghiép 4.0/ Improving teaching capacity
Jor lecturers at military schools to meet the requirements of the 4.0 industrial revolution

* Dim Thj Thanh Som: Néng cao higu qua gido dyc phd thong théng qua ddi m6i

phuong phap day hoc lich sit trong béi canh 4.0 trén dja ban tinh Lang Son hién nay/
{:‘nhcmcmg the effectiveness of general education through innovative history teaching methods
in the context of Industry 4.0 in Lang Son province today

THANG 12/2025 _
2/ * Nguyén Tufin Anh - D§ng Anh Ti: Tu tuéng HS Chi Minh vé béo vé méi trudmg ty nhién,

su vén dung trong phit trién bén ving & Viét Nam hién nay/ Ho Chi Minh s thoughts on protecting
the natural environment and their application in sustainable development in Vietnam today

* Pham Viin Phwong: Ning cao chét lugng day va hoc céc mén Iy lugn Méc - Lénin,
TONG BIEN TAP tu tudng HO Chi Minh & Trudng ST quan Lyc quén 1 hién nay/ Improving the quality of teaching
i * and learning of the subjects Marxist - Leninist theory and Ho Chi Minh thought
T6 Quang Phén at the Military Officer School I today
* Nguyén Dirc Hing - Lwong Thanh Duy: Vén dung nguyén tic “Néi di ddi v6i 1am, néu guong
vé dao dirc” clia Chii tich H Chi Minh & Trudng ST quan Lyc quén 1 hi¢n nay/
Applying President Ho Chi Minh's principle of “words match actions, and setting an example
of morality” at the current Army Oficer School I at the present
 Nguyén Thanh Chung: Dbi méi phuong phép gidng day cac mén Iy ludn Méc - Lénin,
tu tuéng HO Chi Minh & Trudng Si quan Luc quén 1 hién nay/ Innovating teaching methods for
theoretical subjects Marxism - Leninism, Ho Chi Minh thought at the Ist Military Officer School today 11
« Pju Thj Ha Trang: Giai phdp phat huy vai trd ciia sinh vién Hoc vi¢n Béo chi va Tuyén truyén
trong viéc vén dyng kién thic mén Tu tudng HS Chi Minh vao bio v¢ nén ting tu tung cia Dang
hién nay/ Promoting the Role of Students of the Academy of Journalism and Communication in
Applying the Course “Ho Chi Minh Thought” to Safeguard the Party’s Ideological Foundation today 12

« Nguyén Thj Thanh Huwong - Nguyén Thj Tuyét Trinh: Chuong trinh chét hrgng cao

trong gido duc dai hoc: Anh hudng cuia ngén ngit giang day, nang lyc tiéng Anh

va kha nzng hoc tap cia sinh vién/ High - Quality programs in higher education:

The influence of language of instruction, English proficiency and students’ learning capability 14
« Biii Cong Tudn: P4nh gi4 nang lyc hoc vién qua hoat dong thyc hanh, dién tap trong do tao

si quan/ Evaluating student capacity through practical activities and exercises in officer training 16

10

BANTAE il o Hoa Thanh Binh - Phi Thj Lan Anh: Néng cao djng lyc va himg thi hoc tiéng Anh
4 TRUGNG BAN cho sinh vién thong qua trd choi ngdn nglt/ Enhancing Students’ Motivation and Engagement
3 Trwong Thj Thiy Hsng in English Language Learning Through the Use of Language Games 19
« Lé Dirc Tién: Phét huy vai trd ciia ngudi thy trong xdy dyng quén dfi thdi ky méi/
Promoting the role of teachers in the new era army building 21
PHO BAN « D Thanh Ting: Bi dutmg, phét trién DYi ngii gidng vién tré trong céc hoe vién,
: Nguyén Thj Binh nha trudmg quén doi dép img yéu clu chuyén ddi sb trong gido dyc dai hoc hién nay/
Developing and Fostering Young Faculty Members in Military Academies and Schools to Meet
& . . the Requirements of Digital Transformation in Contemporary Higher Education 2
TRINH BAY « Hodng Viin Bién: Bdi dudng néing lyc nghién ciru khoa hoc cho hoc vién dio tzo si quan
Ng6 Tréing Kién cAp Phin doi, trinh d3 dai hoc & cc hoc vi¢n, nha truémg quén d0i hign nay/
o Fostering scientific research capacity for platoon-level and university-level officer training
Manh Hing students in military academies and schools 24
« Nguyén Tién An: Ning cao chit lugng tuyén truyén gido dyc lich st Dang trong giai doan hién nay/
Improving the quality of propaganda and education on party history in the current period 26

o Nguyén Thj Chinh: Phat huy vai trd ciia giang vién 1y lugn chinh trj trong qué trinh hinh thanh

va phét trién k¥ nzing nhén dién, phén béc céc luén diéu sai trdi, thd djch cho sinh vién/

Promoting the role of political theory lecturers in developing students’ skills to identify

and counter distorted and hostile arguments 27
« P§ Thanh Thu§: Néng cao djng lyc hoc tdp cho ngudi hoc/ Promoting learners’ motivation 29

« Toa soan: Toa nha TueMy, s6 29/67 D& Quang, Phudng Yén Hoa, Thanh phd Ha Noi

+ Dién thoai: 2473.098.555 * DD: 0983081976 * dvh_nn@yahoo.com
Gia: 38.000 d | - Tap chi dién tir Cong dan va Khuyén hoc  * Email: toasoan@congdankhuyenhoc.vn

« Gify phép xuét ban: S6 114/GP-BTTTT do BY Thong tin va Truyén thong cép ngay 25/02/2022




Tepchi

Hoc Em&mﬁc
Hoc nifa DayvaAI;IN%
Hoc mai! n

MUC LUC/ CONTENTS

* Trin Huémg Dwong: Néng cao phuong phép hoc tép chu ddng dép tmg chudn dAu ra

cho hoc vién dao tao dai hoc nganh chi huy tham muru phéo binh & Trudmg ST quan Phéo binh/
Improving active learning methods to meet output standards for students training in artillery

command and staff at Artillery Officer School 58

m * Trdn Trung Hiéu: Mot s3 giai phap ndng cao chét lugng tdp bai trong do tao

giang vién k§ thugt chién du b binh ¢ Trudmg ST quan Lyc quén 1/
- Some solutions to improve the quality of exercises in training infantry combat technique
THANG 12/2025 instructors at Army Officer School | ; 59
* Dwong Thj Li€u: Néng cao chit lugng gidng day mén Kién triic méy tinh
cho hoc sinh, sinh vién nganh Quan tri mang méy tinh Truéng Cao ding Lang Son/
Improving the quality of teaching computer architecture for students of Computer Network
TONG BIEN TAP Administration at Lang Son College 61
R . + Nguyén Céng Bing: Phét huy vai trd cia giang vién khoa hoc xa hji va nhén vin

Té Quang Phan trong cdng tac chuyén ddi s8 & Trudmg Si quan Lyc quén 1 hign nay/ Promoting the role
of social science and humanities lecturers in the digital transformation work at the military
Academy of Logistics 1 currently 63
* Bii Thj Di¢ém Hwong: Mot s6 dinh huéng néng cao nang lyc gidng day cia gido vién nganh
Huéng dén du lich tai Trudmg Cao déing Vinh Phiic/ Some orientations to improve the teaching
capacity of teachers of the Tour Guide major at Vinh Phuc College
« Ngé Viin The: Nang cao ning lyc chuyén ddi sd ciia ddi ngii giang vién & Trudng Si quan
Phéo binh hién nay/ Improving the digital transformation capacity of the teaching staff
at the current Artillery Officer School
* Lé Trong H_iéu: Gigo dyc phap lujt vé phong chdng tham nhiing cho sinh vién
{ Trudng Cao ding Su pham Dién Bién/ Legal education on anti-corruption for students

of Dien Bien Pedagogical College

« Hoang Vin Thanh: Gii phip phét trién ning lyc tu duy cho hoc vién dio tao
s quan chi huy tham muu lyc quéin (rép Phén d9i trinh d¢ dai hoc & Trudmg Si quan Lyc quién 1
hién nay/ Solutions for Developing Thinking Competence among Undergraduate
Command-Staff Platoon Officer Cadets at Infantry Officer Training School No. 1 today
* Trin Thj Hwong: Néng cao chit lugng giang day mon Thanh nhac cho sinh vién hé
7 Cao dZing nganh Thanh nhac Trudmg Cao ding Lang Son/ Improving the quality of vocal teaching
BAN TAP CHI IN for college students majoring in vocal music at Lang Son College

TRUOGNG BAN « Nguyén Tién Diing: Mt s giai phép néng cao higu qué giéng day mén Gido duc thé chét
i s cho sinh vién Truémg Dai hoc Mo Ha N§i/ Some solutions to improve the effectiveness
Trwong Thj Thily Hang of teaching physical education for students of Hanoi Open University
+ Hoang Kim Thanh: Nang cao chét Iugng gidng day mén Sinh hoc va Di truyén cho sinh vién
PHO BAN khéi nganh Cao ding Diéu dudng Trudng Cao ding Lang Son/ Improving the quality

s teaching Biology and Genetics for nursing college students at Lang Son College 76
e Nguyén Thj Binh glseacing ionn) s i ARG e
« Hoing Anh Tufn: Nhimg vén d djt ra trong giéng day mén tu tuéng Ho Chi Minh

cho hoc vién dao tao trung cép Iy lugn chinh trj & Trudng ST quan Lyc quin 1 hi¢n nay/
TRINH BAY Issues raised in teaching Ho Chi Minh's thought to students training in intermediate political theory
Ned Tréng Kié at Army Officer School 1 at present

& g R « Nguyén Thj Hwong May: Bi¢n phép ning cao k§ néing img xir cho hoc sinh trung hoc phd thdng
i Manh Hiing tai Truomg Cao ding Su pham Hoa Binl/ Measures to improve behavior for high school students

at Hoa Binh College of education

« L Xuin Digu: M6t s6 yéu cAu va giai phap bdi dudng ning lyc chuyén ddi s cho dgi ngii
giang vién khoa hoc x h§i va nhén vin & Trudng ST quan Lyc quan 1 hi¢n nay/
Some requirements and solutions for training digital transformation skills for the faculty
of social sciences and humanities at the military academy of ground, forces 1 at present
+ Hoing Thj Mai Huong: Pdi méi dao tao kinh té - tai chinh tai Trudng Cao ding Lang Son
trong bdi canh chuyén ddi s6/ Innovating economics and finance training at Lang Son College
in the context of digital transformation

65

67

68

70

71

74

78

80

82

83

» Toa soan: Toa nha TueMy, s6 29/67 B8 Quang, Phudng Yén Hoa, Thanh phd Ha Noi
* Dién thoai: 2473.098.555 * Db: 0983081976 * dvh_nn@yahoo.com

Gid: 38.000 d | - Tap chi dién ti Cong dan va Khuyén hoc  * Email: toasoan@congdankhuyenhoc.vn
« Gidy phép xuét ban: S6 114/GP-BTTTT do B9 Thong tin va Truyén thong cdp ngay 25/02/2022




o T DayvaHOC

Il:llqc n ,.,a.' NGAY NAY
mal: A%
QC MUC LUC/ CONTENTS
« Nguyén Viét Tién: Mot s6 gii phép phét trién b%?i ﬁuh ié:}gé :i:giks%ozi eh:c n:ya/hoi

an & Trudmg ST quan Lyc quén 1 trong
va nhén van & Truomg ST quan Lyc quin ial sciences and humanities at the military

Some solutions for developing the faculty of soci ;
- text of digital transformation 9

academy of ground forces 1 in the current coni

« Nguyén Thj Té: Nang cao chét lugng giéng dgy mbn An toin mang cho hoc sinh, sinh vién
nganh Quén trj mang my tinh tai Trudmg Cao dang Lang Son/ Improving the quality of teaching
) network security for students majoring in computer network administration at Lang Son College 85
« Nguyén Viin Hing: Ngin chin t4c dong tiéu cyc tir cic trang mang xa héi dbi véi déi‘ngﬁ

cén b, gidng vién tré & Trudmg ST quan Phéo binh/ Preventing negative impact  from social

networking sites on young staff and lecturers at artificial officers school

& i « Ha Minh Quang: Thyc trang gido duc ky nang phong, chéng dubi qu'éc cho sinh vién
TONG BIEN TAP hoc mén Gido dyc thé chét 2 (Boi) Trudmg Cao ding Su pham Pién Bién/ Current status

T Quang Phin of drowning prevention skills education for students studying physical education 2 (Swimming)
90

at Dien Bien Pedagogical College
« Lwong Thinh Nam: Vén dung phuong phép lugn triét hoc Méc - Lénin vao nghién ctru,
giang day céc mon Iy luin chinh trj & Trudmg ST quan Lyc quén 1 hién nay/
Applying the Marxist - Leninist philosophy method to research and teaching political theory subjects
at Army Officer School 1 today
« Trin Dirc Thanh: Nghién ciu xay dyng mé hinh Cau lac bd Thé duc thé thao cho ngudi hoc
Trudmg Dai hoc Vinl/ Research on building a Sports Club model for students of Vinh University 95
« Biii Dire Tun: Phit trién ning lyc tu duy cho hoc vién ddo tao sT quan thong qua day va hoc cic
mén khoa hoc x4 héi va nhén van tai céc trudng quén d¢i/ Developing thinking capacity for officer
trainees through teaching and learning social sciences and humanities at military schools 97
+ Nguyén Danh Manh: Phét huy tinh thin ty hoc, ty bdi dudng va d6i méi, sang tao cua déi ngil
nha gido & Trudng ST quan Phéo binh trong giai doan m&i/ Promoting the spirit of self-study,
self-improvement and innovation of the teaching staff at the Artillery Officer School in the new phase 99
+ Nguyén Thj Thanh: Giéi phép phat trién ning lyc tw hoc mén Hoa hoc dai cuong cho hoc vién
. & Trudng ST quan Lyc quén 1 trong thdi dai cong ngh¢ s&/ Solutions to develop self-study ability

BAN TAP CHI IN in general chemistry for students at Army Officer School 1 in the digital age 100

TRUONG BAN . Nguyi.n.:.'l’hi Kiél? Oanl?: Klfé khan hoc sinh phd théng trung hoc gap phai khi tir hoc & nha
Trwong Thj Thiiy Hing va céc giai phap/ Difficulties high school students face when studying at home and solutions 102
« Nguyén Tuyén Tém: Phin tich céc nhan t6 anh hudng dén niing lyc canh tranh cla

céc doanh nghiép trong d4u thiu xay dyng cdng trink/ Analysis of factors influencing

PHO BAN the competitiveness of enterprises in construction project bidding 105

X . . ey

Nguyén Thj Binh * Vi Thj Thanh Vin: Mot s giai phap nang cao chat lugng cng téc trién khai thyc hi¢n
Scic Ngh} quyét vé cong tac xdy dymg Déng trén dja ban tinh Bic Ninh giai doan hién nay/
s " me solutions to improve the quality of the implementation of resolutions o. buildi
TRINH BAY in Bac Ninh province at the current period 4 "pory belding 107

Ngé Tréng Kién * Dju Thi Binh Huong: Ti¢u chi kiém tra, d4nh gi4 theo huéng pht trién phém chét, nang lyc

Manh Hing cho hoc sinl/ Criteria for testing and assessing in the direction of developing students’ qualities
and abilities 109
:hLlCT:i Minh Anh.: Nang cao hi¢u qua cong téc Chi nhiém 16p tai c4c trudmg trung hoc phd thong
theo Chuong trinh gléo_ duc phé thong 2018/ Improving the effectiveness of homeroom teachers
in high schools according to the 2018 general education program 1
* Trin Manh Hing - Doin Vinh Ngge: U i

goc: Ung dung cdng nghé thong tin hd trg hoc sinh

16p 12 Trudmg phd thong Dén tgc Noi trés Trung hoc phd théng tinh Dién Bién on tip mon V4t 1y/

Application of information technology to s
. 5 upport 12th grade stud . . i
ethnic boarding high school to review physics st MESnis of Qi Diss province 114

~
. T(?a soan: Toa nha TueMy, s6 29/67 D& Quang, Phudng Yén Hoa, Thanh phé Ha Noi
Gia: 38.000 d :D'en thoa.l: 24,7 SHse s, * DD: 0983081976 . dvh_nn@yéh 00.coM

- S0 Tap chi dign tir Cong dan va Khuyén hoc - * Email: toasoan@congdankhuyenhoc.vn

* Gidy phép xust ban: S6 114/GP-BTTTT do BY Thong tin va Truyén thong c4p ngay 25/02/2022

THANG 12/2025

88

93




WTHANG 12/2025
INGAY AY

85

NANG CAO CHAT LUNG GIANG DAY MON AN TOAN MANG
CHO HOC SINH, SINH VIEN NGAN QUAN TRI MANG MAY TINH
TAI TRUONG CAO BANG LANG SON

NGUYENTHITU

Trudng Cao ding Lang Son

Ngiy nhdn bai: 15/11/2025; Ngay phan bign, bién tdp vé sira chita: 23/11/2025; Neay duyét dang: 11/12/2025

cT

In the context of increasing cyber security threats, training human resources with information system security capacity has become an urgent
irement. The subject of Network Security plays an importagnt role in the training pmg{am of the gollege of Cogxpwl:' Network Administration of
Lang Son College. que‘ter; ll_ze qu_aligz of teaching this subject still faces many limitations in terms of content, methods and facilities. This ar ‘if:’e
lyzes the current situation, ‘ldennﬁ:es the causes and proposes solutions to improve the quality of teaching the subject of Network Security, incll '{d{”g
updating the program accon.lmg to international standards, innovating teaching methods, enhancing practice in simulation environments, training
lecturers and promoting business linkages. The research results aim to improve students’ professional capacity, meeting the demand for information

security human resources in practice.

Key words: Network security, teaching, network administration, information security, Lang Son College...

.DAT VAN BE

Sy phét trién nhanh chén, ct’lacéngnghf.sévégiatﬁngcéccuéctﬁn
cﬁngmmgtaoranhucéu béch vé ngudn nhén lyc an toan thong tin
o6 trinh 89 thyrc hanh vimg. Tai Viét Nam, céc trudng cao déing c6 vai trd
qlmuongtmngdéomkyMuétviénmang-lucluqnguuctiépmam
giagiﬁnsﬁ,béovévévénhénhhéthéngthéngtin.TrubngCaodﬁng
Lang Son d2o tao nganh Quén trj mang mdy tinh, trong d6 mon An toan
mang giit vai trd then chdt. Tuy nhién, thyc té trién khai giang day con
t4n tai nhiéu khé khéin: Noi dung chura c4p nhit theo xu huéng méi, iéu
kién thyc hanh han ché, thiéu méi tnréng mé phong tin cdng - phong thii
v hoc sinh, sinh vién chua c6 co hdi tiép cén thyc tién. Diéu ndy 4nh
huong dén chét lugng dAu ra va kha ning thich img ciia hoc sinh, sinh
vién khi tham gia thj trudng lao dgng. Do d6, nghién ciru nhém dé xuat
c4c giai phép nang cao lugng gidng day mon An toan mang la cin
hiét va o6  nghia ca vé Iy luan lan thyc tién.

IL.NOI DUNG .
1. Thye trang gidng day mén An todn mang cho hoc sinh, sinh vién
nghé Quin trj mang miy tinh tgi Trimg Cao ding Lang Son
1.1 Phuwong phdp nghién ciru
Démuchienbaiviét,:acgianghienccmsadungkéthqp;acphuqng
phapsau:muongpmpngmendmaiﬁeu;mumphﬁpméumbang
bang hoi; Phuong phap phong vén su; Phuong phap quan sét su pham;
thsvhépmucnghiemmphm;%mgphsppmuch-ténghqp.
1.2. Nhitmg két qud dat dugc trong gidng dgy mon An toan mang
cho hc sinh, sink vién nganh Qudn trj mang mdy tinh tgi Truomg Cao
ding Lang Son :
Thic nhét, chuong trinh Mnhpcdw‘cxdydqngtmgddldﬁydu
va phit hgp
Ch"angtinhménAntoAnmmgd!bwquﬁt&roccécnéidungw
bin cila linh vyrc bao mét nhu: Nguyén 1y bao mét thon tin, md hinh bao
mi¥, k§ thust ma hoa, céc hinh thic thn cdng phd bién, bao mit mang
LAN, firewall, kiém soét truy cép va gidm sét an ninh hé théng. Céu tric
chuong trinh hop 1y, duoc sép xép tir don gidn dén phiic tap, gilp hoc
smb,sinhvienooméﬁépcan;dénmﬁcmotcschmﬁnwvaoéhethéng.
Két qua khao sét va qué trinh trién khai ddi mdi gidng day mén An
10dn mang cho thiy khong chi céi thign chét lron, hoc tgp cia hoc sinh,
sinh vién ma con gopphgnaapangmretchuén ra(CDR) cuanganlg
. tri mang méy tinh. Céc két qua dat duge o6 thé lién hé cy th véi
timg nhém CDR nhu sau: i
(1) Néng lyc thyc hanh thugt dugc ning cao - dép img CDR v
(SO): \‘;lec ungktyzxangheﬂléng lab, trién khai md phong tin
oOng - phong thi (Attack-Defense), chu hinb firewall, IDS/IPS va vin

hanh SIEM gitip ngudi hoc dat méc df thanh thgo cao hon trong ky ning
ky thugt cbt 16i. Diéu nay phi hgp v6i chuén déu ra SO1 (cdu hinh df:
thiét bj va giai phap bao mat mang) va SO2 (gidm sat, phan tich va xu
1y s cb an ninh mang). Khio sét cho thiy: Ky ning phén tich log tang
tir 28% lén 66%; K§ ning xi 1y tinh hudng tin cong md phong ting tir
24% lén 59%. 2

(2) Himg thi hoc tip ting manh - d4p img CPR vé thai d) nghé ngh_iép
(AO): Phuong phap hoc theo dy 4n, CTF mini va thao ludn nhém giip
hoc sinh, sinh vién chi ddng hon trong hoc tép, thé hién tinh tréch nhi¢m
va thai do tich cyc - mdt phin quan trong ciia chudn déu ra AO1 (tuéin
thi dao dirc nghé nghiép) va AO2 (chi dng, tich cyc trong hoc tép va
1am viéc). 85% sinh vién cho biét mén hoc tao ddng luc hoc tip cao hon
50 véi nam truée.

(3) Nang lyc ty nghién ciru va cp nhit cong ngh¢ - dap img CbR
vé kién thic va théi dj (KO, AO): Viéc két hgp Blended Learning, bai
lab mé va khuyén khich nghién ciru cong nghé méi (Zero Trust, Cloud
Security, SIEM) gitip ngudi hoc hinh thanh ning lyc tw hoc - mdt yéu cau
quan trong trong chuén d3u ra. 79% hoc sinh, sinh vién cho biét kha ning
tu nghién ciru duge cai thién rd rét. Noi dung chuong trinh cip nhit giup
dép tmg KO1 (hiéu biét c4c kién thirc nén tang va hi¢n dai vé ATTT) va
KO?2 (nhén dién nii ro, d& xuét bi¢n phép bao mt).

(4) Kha niing 1am vigc nhém va gidi quyét vén dé - dép img CDR vé
ky ning mém (SO3): Thong qua c4c bai tip nhém, md phong tinh hudng
sy ¢b va hoat dng CTF theo ddi, hoc sinh, sinh vién cai thién rd rét kha
nang: Phén chia vai trd (Blue team, Red team); Hop téc khi img ciu sy
cb; Giai quyét vén dé trong didu kién 4p lyc thdi gian. DAy 1 biéu hién
cg: (&l}uén d3u ra SO3 (ky ning 1am vigc nhom, giao tiép va giai quyét
v ).

Thir hai, dfi ngll gidng vién c6 chuyén mén nén ting tét vé mang
va bdo miit

Phén 16n gidng vién phy trach mon hoc déu c6 trinh d¢ chuyén mén
phi hop, dugc do tao chinh quy trong linh virc CNTT hogc mang may
tinh. Mot sb gidng vién da tham gia c4c khéa bdi dudng ngin han vé an
todn thdng tin, quan trj mang va an ninh h¢ théng. Diéu nay gitp gidng
vién c6 kha naing: Truyén dat céc khai ni¢m bao mét rd ring; Huéng din
ngudi hoc thyc hanh trén céic cdng cy co ban; Giéi dép nhimg vén dé nay
sinh trong qué trinh hoc tép.

Thik ba, thdi lugng thucc hianh trong mén hoc dwgc chi trong

Mgt diém tich cyc 1a mdn An toan mang d2 dugc thiét ké véi ty 1¢ thye
hanh twong ddi cao (40-50% tdng thdi lugng). Diéu nay phi hop véi dac
thid dao tao nghé, gitp hoc sinh, sinh vién: Tryc tiép sir dung cdng cy bao
mit; Hiéu rd co ché tén 0612%- phong thi & mirc co ban; Tang kha ning
tur duy thao téc va xir Iy sy co.
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_ Mot s6 bai thyc hanh dang dgc trién khai hiéu qua nhu: Phén tich g6i
{in mang bang Wireshark; Quét 16 hdng béing nmap; Thiét l4p firewall co
bén; Thyc hanh mé phéng tAn cdng don gian bing Kali Linux.

Thik tir, hoc sinh, sinh vién c6 nén ting kién thirc 16t dé tiép cin
mén hoc

Truée khi hoc An toan mang, cic em da dirge rén luyén cdc mén nhr:
Mang méy tinh, Quan trj mang, H@ didu hanh Linux va Windows, Phin
cimg méy tinh. Nhé d6, sinh vién c6 & hiéu biét v& céch thirc hoat dong

Thic ndm, mjt s8 gidng vién a4 chit dong dbi méi Phuong g
gidng dey céc phuong phép giéng da

igc B buérc diu dp dung cic p 1 day tich g

. i vée:::dcgiﬁng day théng qua demo trye ql}e,a.nu(,h acking thingpg,

o o‘guuémg c6 18p). Cho hoc sinh, sinh vién thyc hién bai gp

trong mOi ch:énoén&"“""gdﬁn““'""‘“?mm{émcém
thé. Céc phuong ph;iﬁ 'nzn da :(l)ﬁp nhgcub: hoc h

kha naing tu duy logic va chil Cong trong hoc tip. Cu:'né

ﬁg(:l gf;’ htiaé?.lsbiét va k§ niing trudc - sau cai tién phuong phap gidng be

e sl o ot oo khi cai tién (2024-2025)
N{i dung dénh gié Trudc (2023-2024) | Sau = =2 |
Ti I¢ sinh vién hiéu vimg khai niém ATTT 64% = .
Thanh thao c4u hinh firewall co ban 41% R e |
Phin tich log tir IDS/SIEM 28% .
Xir ly tinh hudng tin cong mang mé phong 24% =2
Ty tin khi tham gia bai lab néng cao 35% =

Thik sdu, tink thin hoc tip ciia hoc sinh, sink vién c6 sir cdi thién
rorét

Qua khio sét thyc té, phan 16n c4c em danh gid mén An toan man
12 mén hoc “thyrc té - hdp dén - o6 ich cho nghé nghiép”. Diéu ndy th
hi¢n qua: Ty I¢ tham gia 16p hoc cao; Tinh than trao ddi, héi dép nhiéu
hon so véi cdc mdn 1y thuyét thudn tiy; Mét sb hoc sinh, sinh vién chi
dong tim hicu thém tai li¢u ngoai gi (HackTheBox, YouTube, blog
bao mit...).

Thik bdy, mijt s6 hogt dgng b3 trg cho mén hoc da duyc trién khai

Mic dit con han ché, nhung khoa da c6 nhiing hoat dong bd trg buée
dhu, vi dy: T8 chirc hoi thio nhé vé an toan théng tin véi chuyén gia dia
phuong; Tao diéu kién cho céic em tham gia cudc thi An toan théng tin
eﬁp!nrbng;Khuyénkhichcécemsfrdungméiu'ubngéohoédétuthuc
hanh tai nha. Nhimg hoat ddng nay gitip mé rong kién thic va tao moi
trudmg hoc tip tich cyrc hon.

Thi tém, tai ligu gidng day va bdi tgp thuc hanh dugc xiy dung
twong ddi on dinh

Giang vién d bién soan b giso trinh ndi b va hé théng bai thyc hanh
phi hop véi diéu ki¢n phong méy. Di chua that sy hién dai, nhung b
tai li¢u da ddp img dugc myc tiéu dio tao téi thidu va hé trg qué trinh
day - hoc dat higu qua.

1.3. Nhitng ton tgi, han ché trong giing day mén An toan mang cho
hoc sinh, sinh vién nganh Qudn tri mang mdy tinh tgi Triomg Cao

dang Son

M;gl:,gnéidmgdmonguinhdéotaochuadwokipsuphétuién
nhanh ciia linh vyrc bao mét. N§i dung mén hoc hién tai chii yéu tip trung
vio céc kién thirc nén ting nhur firewall co ban, mé hinh bao mét truyén
théng, cac dang tAn cong phd bién, an ninh hé théng don gian.

Tuy nhién, chuong trinh chua cdp nhét cic ndi dung méi dang dugce
doanh nghi¢p yéu céu nhu: An toan théng tin trén nén tang dam may
(Cloud Security); Bao mét theo mé hinh Zero Trust; Nhan dign - img phé
sw cb ning cao (Incident Response); Gidm s4t an ninh mang theo thdi
gian thyc (SIEM); Phén tich ma djc & mirc co ban; Phat hign tan cong c6
chu dich (APT); Ky thudit tin cong mang hign dai (ransomware, phishing
néing cao). Diu nay din dén khoang cich gitra chuong trinh d3o tao va
yéu clu thyc té ciia doanh nghiép, khién sinh vién khé dép img ngay khi
di lam.

Hai 1, co 5§ vit chét va phong lab con han ché, chua dép img yéu
cAu thyc hanh chuyén su. Déy 1a han ché ndi bjt nhét trong thyc trang
hién nay. Céc vén dé cy thé gém: Thiéu may chii 40 héa manh d2 tridn
khai m6 hinh mang - tin c6ng - phong this phirc tap. Mt sb méy tinh
chu hinh chua di dé chay dong thi nhidu may o (Windows Server,
Kali Linux...). Thiéu thiét bj firewall chuyén dyng hoic phn mém ban
quyén. Chua c6 h¢ théng IDS/IPS hojc SIEM (nhu Snort, Suricata,
ELK). Phong méy chua téch bigt tuyét doi, khong thé mo phéng céc dot
tén cong that sy.

Ba la, phuong phép giang day cdn ning Iy thuyét, thiéu tinh tinh huéng
va thyc chién, Trong khi an toan mmﬁ 1a linh vyc ddi héi tr duy thyc
hanh cao, phuong phép day hi¢n tai vén con thién vé: Thuyét giang mot
chiéu; Yéu cdu ngudi hoc ghi chép; Demo do giang vién thyc hign, cac
em it dugc thao tac djc 14p; It s dung mé hinh hoc tp dya trén dy 4n
(Project-based Learning).

iéu cho bogt dong nhu thio ludn tinh hudng, phin tich sy of

m pong in cong - phong this Khién hoc inh,sinh vién cha pis i

p! P cqummngnhu:Tuduyphﬁnucb,glélquyétvén&,
Qe e D ot sy o, Lam viéc nhom trong moi tnromg thye t

phén img inh, sinh vién chua c6 nhiéu co hdi tham gia cic hoy

Bénld,hocsmP,S i khéa lien dén
dong thyc té ngodi 16p hoc. Céc hogt dong ngoai k sewmgl
toan théng tin nhu: Héi thao chuyén Sﬁu: cudc thi (]’;m WOI'kShop véi
doanh nghiép bao mét, tham quan trung tam SOC... hi¢n nay chua duge
td chirc thudmg xuyén. L e

Do thiéu m%;‘;yumg cp xét thyc té nén ngudi hoc kho nf.p cdn: Quy
trinh vén hanh an ninh mang tai doanh nghiép; Cong ngh¢ va thiét bj
tht; Tinh huéng tén cong thyc tién; Tur duy clia ngudi tin cong (atacker
mindset). Diéu ndy khién tréi nghi¢m va ky néng thyc chién cia cic em
con han ché. ;

Nim la, thiéu ngudn hoc li¢u cip nhit va hé théng bai lab chuyén siu.
Cic han ché cy thé gdm: Giso trinh chit yéu dyra trén tai lidu truyén théng,
thiéu cap nhit theo chuén quéc t€ (NIST, OWASP, CompTIA Security+).
Thiéu tai ligu tiéng Viét ch‘g lugng cao vé an toin mang néng cao. Cha
©6 h¢ théng bai lab tir co ban dén nang cao theo chudn Cyber Range.

Hoc li¢u di¢n tir trén LMS chwra phong phii, thiéu video giang day, tinh
hudng mé phéng. Diéu nay khién viéc ty hoc ciia hoc sinh, sinh vién gip
nhiéu khé khan.

Sdu la, kha nin; tw hoc va tyr thyc hanh ciia hoc sinh, sinh vién nha
truémg cdn han che. Du da sé cic em déu c6 himg thi véi mén hec,
nhung nhiéu em vén chura chii déng sir dung: TryHackMe, HackTheBox,
PortSwigger Web Academy, CyberDefenders, Kali Linux véi cic cong
cu néng cao. Mot phén do chira dugc huéng din diy di, mot phin do
thiéu méi trudmg thiét bj tai nha.

Su phy thudc vao bai thyc hanh tai 16p khién cac em kho phit trién
nﬁngIuchclﬁp-diéuxﬁtmmnuonguongnghémwanthéngﬁn

Bay la, giing vién chica c6 nhidu co hi tidp cin cing nghé bio mitmi

Mot s6 giang vién chra dugc do tao: V& SOC/SIEM, Didu ra s
(Digital Forensics), Cloud Security, Threat Hunting, Tri tu¢ nhén %0
Cong an ninh mang. Nguyén nhén chis yéu Ia: Thiéu kinh phi béi dudng
e B i 0 4 o g

o3 U { n A \{
lugng huéng thyc hanf A1 S9p il obzong frink
ch;drh? mdllibvk&giﬂunhdtmvngvddoanh nghiép bdo mit chus

Nha truéng chura ¢6 nhidu hop téc véi: Doanh nghiép v4n hanh tru
tam SOC. Cong ty an ninh mang (VNISA, CMC Cyber Security, Vet
Cyber Secun!y...).' Don vj cung g‘;}ﬁ phép SIEM, Firewall, IDS/PS.
Do dé, hoc sinh, sinh vien trong nha trudng it duec tiép xiic véi: Coné
"ﬂél ;h‘l'l‘;t"f; Quy trinh xir Iy sy of; Nhu cu tuyén d i
:}litl'llb:lg. anda"m"h“agﬁnkétchatvﬁ nhu

2. Gidi Phép ning cao chit gid ho¢
P fiartan gidng dgy mén An toan mang cho !
Lyng si:: vién nginh Quin trj mang my tinh tai Truimg Cs0 4%

T’lﬂ'nh‘t,capnhatnmd 3 pht
chu thyc 6 o cung chuong trinh theo chun quéc té V&
ol e oenh nﬂnsmochﬁlumdayhocymg

thve it 18 oD nhit chuong trinh mon A S amng 60
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& nhu CompTIA Security+, NIST C -
AT, e ok
C , cong 1 ‘mit thay d3i rdt nh

f“&“;},’; céc ndi dung hién dai nhu bao matanh!é"tl(:z “d:“m"mg trinh
phan tich log, vén hanh S 10ng ddm may, mo
g T B it th, o - phon 8 4 6 ncident
b e, va A K ﬂmﬂ‘dénm.g - phong thil néng cao. Vige cap nhat
Rﬁgﬁpsinhwénhépm !hucm(ymhﬁt,déngﬂ\bithuhcpkhom
%jmm@mnhéwmv§yéu e&ucﬁaﬂ\jmglw dong g
] hai, 4bi moi phwong phép gidng day theo huéng 1dy ngudi h.
tim va ting cudng thyc hanh. Ph‘“’"gphﬂpgiﬁngdayez:

trung :

Jam tiép ciin truyén

énmaich ] g sang md hinh hoc tgp ch cyc nt
:d,eod\xin(l’mjeﬂwm“mg),hocquaﬁnhhu t(i(: taei

© \vimd phong thn cdng - phong thi. Giang vi :
wnms)g@ mﬁmmﬁépmwhm?uﬁfyg;%ph;“akém
bott e ma G0c hay xdy dyng hé théng phong thi don gidn, {irf;'clﬁ
e demo tryc quan, bai tip nhém va md phong thyc té kho ch:
mmgmﬁppctagméebngmpdcmmnhmmkynmﬂfduy
plnglgv:fél quyét van 8- nhing nang lyc quan trong cia nghé an
todn £

ba, xiy dyng va néng cap phong Lab An toan
w"vfg';d‘mgcﬁngwmanguénmd. Mgt giai Mm&mﬁm
08 vit chit, dZc biét 12 phong Lab An todn mang, Trong didu ki
oot g ot ik K b e e
ol o B e e I thiog b it o
boa (VMvare, Vi %, Proxmox) ket hop véi céc cdng cy ma ngudn
manhuxahummh@gasglom Snort, Suricata, ELK Stack hay pfSense.
Mo hinh lab ndy vira tiet kiém chi phi, vira tao méi trudng an toén dé
msmhﬁénmwha?hmmg-mmﬁméldﬁngﬁ,hhmgg
bgﬁénngﬂdmhéamlﬁb%giﬁpsinhvi&xduqcuﬁng{ﬁem
gin v6i thye 1, ting kha néing téc nghiép sau khi tbt nghigp.

Thi i, ting cudng bdi dudng chuyén mén cho gidng vié theo dinh
huéng thyc hanh va cép nhét cdng nghé méi. DE ning cao chit lugng
giing day, gidng vién cén duge tao dieu ki¢n tham gia céc khéa dao tao
chuyén siu vé an todn théng tin nhu CEH, CHFI, Security+, hofc céc
khéa tip huin vé SOC, phin tich ma dgc va diéu tra s6. Bén canh do,
mﬁamg:wmwmmmmgahaimmwenmm&
mkyﬂxuitdeeépnhélmhu(!?gmbi.Viécnﬁngmoninglucgiéng
vién khong chi gitp ho ti tin trién khai c4c bai thyc hanh phirc tap ma
cbngépphindialdxinhnéid\mggiéngdayphbhopvéisuphétnién
wangthh.
n(tndm,phétuiénhocliéudiénu‘xvéxﬁydunghéthéngbéilab
:hmép@.ﬂocuandongvaiuoquanumgumgviechsqvmsmh,
sinhviénmhocvémdmchénh.Nha_tmbngvégihgviéndnxéydung
bébwﬁé\ldiénu’prongphﬁbaogémvideobéigihg,téiliéuhubng
d&llab,béduhéiﬁnhhuongvéhédxéngbﬁitépdwodékhétﬁngd&n.
NhﬁnshocliéunéycéthéduchualénhéthéngLMSdésinhviéndé
dﬁnstmyeép.NFoéim,viécxﬁyd\,mgcécbélabﬁmodlﬁdénhu“}’hﬁn
tich géi tin”, “Tan cong Web”, “Phong thi mang doanh nghi¢p nh6” s&
Sil'lpngubiboccéléuinhboctéprﬁﬁngvémuchénhhiéummhon.
Thie sdu, diy manh lién két doanh nghiép va 1 chirc céc hogt dong
trii nghi¢m thy té, DAy manh hop téc v6i doanh nghiép an ninh mang
st gitp ngudi hoc ¢ co hi ti céin cong ngh¢, cdng cy va quy trinh 1am
vige thyc té, Nba truomg o thé lién két véi céc trung tim SOC, odng ty
an ninh mang, nha cung cAp giai phép bao mt dé 18 chirc workshop, mi
d‘"yénsiaﬂlinhgiéng,hoactbdlﬁckiéntapthucté.Bénca“}ldé,Vléc
cho hoc sinh, sinh vién tham gia cude thi CTF, dién tép an ninh mang,
wmwwpmmmgg@mmmmwmgwc

dip img yéu chu tuyén dyng sau khi tbt nghiép.
%mﬁimhgm%cﬁatﬁnggﬁip;‘:mm il
Tong qué trinh trién khai ddi méi giang day mon man
Pbﬁ\ﬁdlq::bkmthiq‘mmng "l;‘hlzggl&hétsﬁccéntbiét‘nhmnbbo
im phi) hop véi ngudn Iyc, di kiéncoséVéldlﬁ“’ad_'“hh“a“g
P!l@uiéuauTmcnngdéngmgSon.Kétquédmhgmchomﬁy
8i phip dbi mdi phuong phép day hoe thong qua md hinh Blended
l"nm&z‘izyhocumdumvatbchﬁccachoatdéngmm@m?c
89 kha thi eao.NhnnggiiiphépnAykhﬁnS“iM'&“mw{‘Vém'.ét
bi, trong khi gidng vién vA hoc sinh, sinh vién déu da thé hi¢n mic d0 san
Sing vA hime thi cao 84i v6i chc hinh thirc hoe hién dai. Ging vién c6
k?“ﬂ&mﬁépmnhmhvoicacptwmsmpdayhocﬂchwgw“m
"ﬂh.tinhvienqmgmémwdmaongvamgluqhwm ‘ti“é"“.x
tham gia c4c bai hoc mbpbbng.DAyl&nhémsﬂ{PMPi% trién
ngay trong hoe ky tidp theo ma khong g#p tré ngai dang k&

Trong khi d6, gidi phép x4y dyng hé théng phong lab an toan mang
duatrenaohoavaCyberRmygenoibooomacdomdﬁémfrcmms
n cao. Nha truomg hién da c6 hg ting méy chii va mang co ban,
gky"nh.en dé thiét 18p moi trudmg 4o hoa manh me phyc V¢ 20-30 méy do
gug thti vin cdn bd sung thém tai nguyén phin ctmg. Céc cong cu ma
ngudn mé nhu pfSense, Suricata, hojic Wazuh gitip giam &p luc chi phi
bén quyén, nhumg yéu chu gidng vién phéi c6 ky ning trién khai va bo
trl he théng. Mc dit c6 thé mang lai lgi fch rit 16n trong viéc ndng cao ky
nang thyc hanh cia ngudi hoc, ddy vén Ia giai phép i hoi dhu tu trung
han va cin c6 ké hogch trién khai theo timg giai dogn.

Bén canh d6, viéc bdi dudng ning lyc gidng vién v& an todn thong tin
duge dénh gié 1a o6 mic 49 khi thi cao. Nha truong hién da xAy dvng
chinh sich h3 trg gidng vién tham gia ddo tgo chuyén mdn, abnéﬂm
céc khéa hoc tryc tuyén vé SOC Analyst hay céc chimg chi quéc
Security+ va CEH ngdy cang d& tiép c4n véi chi phi hop ly. Ning lyc
gidng vién dugc ning cao sé tryc tiép gop phin céi thi¢n chit luzng gidng
day va hd trg hoc sinh, sinh vién dat myc tiéu chudn diu ra vé k¥ niing
chuyén mén. Tuy nhién, mot sé chimg chi ning cao vén cdn chi phi tuong
d8i cao, ddi héi sy can nhic trong kég hoach hd trg tai chinh.

Gidi phép cip nhit chuong trinh, ndi dung mén hoc va gido trinh sé
héa dugc xéc dinh o6 kha nang thyc hién rét cao. Day 14 gidi phap khéng
phu thudc nhidu vio co s& vét chét hay kinh phi, ma chi yéu yéu cdu
sw phéi hop giita gidng vién va by mon trong viéc ra soét chuong trinh,
tich hgp kién thitc méi nhu Zero Trust, an ninh d4m méy hay SIEM.h%én
dai. Viéc cip nhét giso trinh sb héa gitp sinh vién tiép cin l?uén tai liéu
phong ph, qua d6 néng cao kha nang ty hoc va dép émg tot hon chuin
dAu ra v& kién thirc chuyén mén.

Hoat dong hop téc véi doanh nghiép - ching han nhu phéi hop véi cac
trung tim SOC ciia VNPT, Viettel hogc CMC - dugc dénh gi4 c6 mirc
46 kha thi trung binh. Dy la giai phép mang tinh chién lugc, gitp tang
cudng tinh thyc tién trong dio tao va tao co hdi cho sinh vién tiép xdc
véi mbi trudng lam vige tht. Tuy nhién, vige cic don vj an ninh mang
chép nhan cho hoc sinh, sinh vién tham gia quan st hogc thyc tip con
phu thudc vao chinh sach bao mét va lich hoat déng cia ho, khién quy
ma trién khai con han ché. Do 6, nha trudng c6 thé wu tién thyc hi¢n &
hinh thirc nhé truéc nhir tham quan, hdi thao chuyén dé, sau d6 mé rong
dén thanh chuong trinh thyc tap chuyén sau.

1. KET LUAN

Mén An toan mang 1a mét ndi dung quan trong trong dio tao nganh
Quin trj mang méy tinh, g6p phén trang bj kién thirc va ky ning coban vé
bio mat cho hoc sinh, sinh vién. Thyc té giang day tai Truéng Cao ding
LangSonchothﬁydadatduqcmétséketquétichqrcvénhéntht'xc,ky
niing thyc hanh co ban va hing thi hoc tép ciia sinh vién, nhung vin con
tn tai nhiéu han ché lién quan dén ndi dung chuong trinh, co s& vét chit,
phuong phép gidng day, hoc li¢u va sy chu dong cia ngudi hoc. Nguyén
nhéin cua nhimg han ché ndy xuft phét tir sy thay ddi nhanh cua cong
ngh?, ngudn lyc han ché, kha nang cp nhit kién thirc cia giang vién va
sy lién két véi doanh nghiép chua chit ché. Trén co s& 46, viéc ap dung
chc gidi phap ddng bd nhu cip nhét chuong trinh, d6i méi phuong phip
gidng day, ning cap phong lab, phét trién hoc liu, bi dudng giang vién,
téing cudng k nang ty hoc va lién két doanh nghi¢p s& gitip nang cao chit
Jugng dio tao. Nhimg gii phap ndy, néu dugc trién khai higu qua, s& gbp
phin nang cao ning lyc nghé nghiép cia hoc sinh, sinh vién, d4p img yéu
cAu thyc tidn ciia th trudng lao dong va phit trién bén vimg chuong trinh
dio tao an toan thdng tin tai Trudng Cao ding Lang Son.
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